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the interferences between VMs due to the fact that virtualized
data centers generally over-subscribe a variety of resources to
increase resource utilizations and reduce costs. For example,
the OpenStack, which is one of the most famous open source
platforms to build virtualized data centers, allows sixteen
virtual CPUs (VCPUs) to run on one physical CPU (PCPU)
[1]. The network topologies are also typically over-subscribed
by a factor of 5:1 to 20:1 at Top-of-Rack (ToR) switches and
up to 240:1 when the paths cross through the highest layer of
network topology tree [2]. It is also reported that the network
architecture in Facebook’s data center is over-subscribed by
40:1 in practice [3].

Abstract—As server consolidations based on the virtualization techniques become popular and cloud services continue
to grow rapidly, more and more data centers are being built
to accommodate a number of virtual clusters running various
workloads. Since these virtual clusters often share the resources
provided by physical machines (PMs), it is more likely that
the interferences between virtual machines (VMs) affect the
performance of applications running on top of the virtual clusters.
While a lot of studies have proposed different virtual machine
placement algorithms to investigate this issue, the problem caused
by network performance variability still remains as a challenging
issue. Since they usually ignore the CPU overhead to process the
communications between VMs, the network bandwidth allocated
to a VM cannot be fully utilized when a PM has not enough
CPU resources to cover the CPU overhead for VM networking
functions. This results in unpredictable application performance
running on the virtual clusters. This paper proposes a virtual
machine placement algorithm that considers the CPU overhead
incurred to reserve network bandwidth in a virtualized data
center environment. In order to decide the CPU overhead
necessary to guarantee the network bandwidth allocated to a VM,
a performance model based on standard linear regression using
the data collected from a real environment is used. By comparing
the amount of CPU resource available in the driver domain with
the CPU overhead obtained from the performance model, the
proposed algorithm decides whether the network bandwidth for
the VM can be provided or not and selects an appropriate location
for VM placement. The benchmarking results show that the
proposed algorithm guarantees the network bandwidth allocated
to each VM without violations when the CPU resources are shared
by multiple VMs.

Therefore, the performance of applications running on top
of the virtual clusters is often unstable at runtime compared
to the case where they are run on physical clusters that utilize
dedicated resources provided by the PMs. Considering that the
cost of renting VMs from the virtualized data centers is usually
determined by the total execution times of applications, the
number of VMs used, and the amount of resources allocated
per VM, each tenant is likely to expect satisﬁable performance
in return for the expenditure. However, the unstable (or unpredictable) performance incurred by using shared resources make
it difﬁcult to predict the execution times of applications, and
sometimes causes time-critical applications not to ﬁnish their
execution on time.
In practice, the virtualized data centers have utilized various
capacity planning tools to decide an appropriate location for
VM placement such as VMware Capacity Planner [4] and
IBM CloudBurst [5]. Since these tools and their relevant
researches [6], [7] only consider the local resource constraints
including CPU, memory, and storage to place VMs on PMs,
the networked applications running on the virtual clusters still
experience performance problems [8], [9], which becomes a
bottleneck on the virtualized data centers as identiﬁed by
[2], [10]. There are more recent studies that propose network
or trafﬁc-aware VM placement algorithms [11]–[14]. Other
research efforts [15]–[19] suggest VM placement algorithms
that guarantee tenants’ network bandwidth requirements in
order to provide predictable VM performance.

Keywords—virtual machine placement; virtual machine networking; network bandwidth reservation; virtualized data center

I.

I NTRODUCTION

With the proliferation of server virtualization technologies,
today’s data centers are increasingly adopting these techniques
to build virtualized data centers. In a virtualized data center,
service providers create or destroy virtual clusters on demand, and run various multi-tenant applications with different
workloads. The virtual cluster consists of multiple virtual
machines (VMs) that can be hosted on multiple physical
machines (PMs), and shares the virtualized resources provided
by the PMs. Although the virtual clusters can be easily
created or destroyed by the provider, they may suffer from
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Despite these efforts, the problem caused by network
performance variability still remains a challenging issue. The
reason is that previous VM placement algorithms ignore the
CPU overhead for VM networking functions. For example, in a
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solve the VM placement problem. They propose a networkaware VM placement algorithm by satisfying the predicted
trafﬁc demand that is resilient to the time-variations. Wang et
al. [13] consider the non-deterministic trafﬁc demands between
VMs in the VM placement algorithm. By modeling trafﬁc
demands as stochastic variables, they solve the VM placement
problem as a stochastic bin-packing. Li et al. [14] study the
VM placement problem for cost minimization. They deﬁne
cost functions for the network trafﬁcs and the utilization of
PMs, and formulate the problem to minimize the costs using a
binary search based heuristic algorithm. These studies include
the network constraints within the algorithm and reduce the
amount of network trafﬁc between VMs to cover the trafﬁc
patterns by placing the VMs on PMs appropriately.

split driver model, which is used by Xen [20], a driver domain
intermediates the communications between VMs and consumes a considerable amount of CPU resources [21]. Although
the mechanism to transfer data between VMs is changed from
page-ﬂipping to copying, the driver domain still consumes
CPU resources to move data from VM to its memory space.
As a result, if the driver domain has not enough CPU resources
to cover the CPU overhead for VM networking functions,
the network bandwidth allocated to each VM cannot be fully
utilized during the executions of networked applications. This
results in unpredictable application performance running on
the virtual clusters.
This paper proposes a VM placement algorithm that
considers the CPU overhead incurred to guarantee network
bandwidth in a virtualized data center environment. To place
a VM on PMs providing stable network bandwidth allocated
to the VM, the proposed algorithm ﬁnds an appropriate PM
whose driver domain can retain a certain amount of CPU
resource required to cover the CPU overhead necessary to
guarantee the network bandwidth allocated to the VM. In
order to decide the CPU overhead, a performance model based
on standard linear regression using the data collected from
a real environment is used. By comparing the amount of
CPU resource available in the driver domain which can be
obtained from the VCPU to PCPU ratio with the CPU overhead
necessary to guarantee the network bandwidth, the proposed
algorithm decides whether the network bandwidth for the VM
can be provided or not and selects an appropriate location
for VM placement. We ﬁrst conduct a simple experiment to
estimate the accuracy of performance model regarding the
CPU overhead and then compare the proposed algorithm with
Oktopus [16]. The experimental results show that the proposed
algorithm guarantees the network bandwidth allocated to each
VM without violations. Since the proposed algorithm considers
the CPU overhead to determine the location of VM placement,
the network bandwidth allocated to each VM is ensured
without violations even if the CPU resources are shared by
multiple VMs and CPU utilization available to driver domain
is constantly changing.

There are several different research activities that introduce abstractions to deﬁne the amount of network bandwidth
required for a virtual cluster and propose the VM placement
algorithms to deploy the abstractions in the virtualized data
centers. SecondNet [15] and Oktopus [16] introduce systems
for providing network bandwidth using deterministic reservation models. SecondNet deﬁnes the bandwidth requirements
between all VM pairs based on a pipe model and proposes
an allocation algorithm to deploy the deﬁned model. Oktopus
proposes two abstractions based on a hose model for network
bandwidth reservations; virtual cluster (VC) and virtual oversubscribed cluster (VOC). The authors of Oktopus also propose
a heuristic algorithm to allocate VC and VOC. Proteus [17]
extends the VC abstraction of Oktopus to a ﬁne-grained virtual
network abstraction, called time-interleaved virtual clusters
(TIVC). CloudMirror [22] deﬁnes the network bandwidth
requirements as a tenant application graph (TAG) model, which
presents the communication patterns of applications consisting
of multiple tiers. The authors of CloudMirror provide a deploying algorithm for TAG in [18]. Yu et al. [19] propose a virtual
cluster abstraction with stochastic bandwidth requirements between VMs, called stochastic virtual cluster (SVC), and a VM
allocation algorithm for their model. Although these studies try
to deﬁne the abstractions for providing predictable network
performance by reserving network bandwidth, they do not
consider the CPU overhead in driver domains to intermediate
the communications between VMs in the virtualized data
centers.

The rest of this paper is organized as follows. In Section
II, previous VM placement algorithms sharing the network
bandwidth in virtualized data centers are brieﬂy discussed.
Section III presents a performance model to determine the
CPU overhead necessary to guarantee the network bandwidth.
Section IV describes the proposed VM placement algorithm
to guarantee the network bandwidth required by tenants. We
evaluate the performance model regarding the CPU overhead
and the proposed algorithm in Section V and conclude this
paper in Section VI.
II.

III.

CPU OVERHEAD

To fully provide the network bandwidth allocated to each
VM, it is important to estimate the CPU overhead necessary
to guarantee the network bandwidth in the driver domain.
In this section, we ﬁrst brieﬂy present a split driver model
which is used by Xen [20]. The split device driver model
separates real I/O devices from VMs and provides virtual I/O
device interfaces to VMs by introducing driver domains. The
driver domain utilizes the real I/O device drivers to handle
I/O activities of VMs. The virtual device driver is split into
two important logical components, which are netback and
netfront drivers. The netback and netfront drivers reside in
the driver domain and each VM, respectively. When a packet
arrives at a physical network device, an interrupt for the arrival
of the packet is delivered to the driver domain. The driver
domain then transfers the packet into a software Ethernet
bridge. The netback driver notiﬁes the arrival of the packet to
a corresponding netfront driver through an event channel and

R ELATED W ORKS

There have been a lot of research efforts proposing various
VM placement algorithms to solve the problem related to the
network performance variability. Meng et al. [11] propose a
trafﬁc-aware VM placement algorithm considering network
resource consumption. While the goal of the algorithm is to
reduce the aggregate trafﬁc in the data center, they assume
that the trafﬁc between VMs is known and do not consider
the link capacity constraints. Brian et al. [12] consider the
network constraints with CPU and the memory constraints to
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(a)
Fig. 1.

(b)

CPU utilizations with network bandwidth; (a) CPU utilization with varying network bandwidth limitations (b) CPU utilization per network bandwidth

measuring the network bandwidth, and a trafﬁc control tool tc
for controlling the network bandwidth requested by the VM.

copies the packet into a shared memory in the hypervisor. After
the netfront driver receives the notiﬁcation of packet arrival, it
looks for the packet in the shared memory and copies it to the
VM memory space. Sending a packet from a VM is handled
by a reverse procedure.

In Fig. 1, the results for transmitting and receiving a packet
are represented by TX and RX, respectively. As shown in Fig.
1(a), as the amount of VM networking trafﬁc increases, more
CPU resources are needed as we have expected. We can also
see that receiving a packet requires more CPU resources than
transmitting a packet. Fig. 1(b) presents the CPU overhead per
bandwidth which is calculated from the values of Fig. 1(a).
As shown in Fig. 1(b), the CPU overhead can be represented
by exponential (or power) functions with a negative value for
an exponent. From the results shown in Fig. 1, we deﬁne
two functions, CP U tx and CP U rx for the CPU overhead
necessary to guarantee the network bandwidth. For each function, we estimate the coefﬁcients of an exponential function
y = axb from the values shown in Fig. 1(b), where x denotes
the amount of network bandwidth currently used and y is the
CPU utilization per network bandwidth at the corresponding
network bandwidth. Then, we use a log transformation of the
original data and apply a standard linear regression [24] with
ln(y) as a dependent variable and ln(x) as an explanatory
variable.

To transfer the data between VMs, the old version of Xen
used a page ﬂipping technique with no data copy involved. The
page ﬂipping technique swaps the memory page containing the
received packet with a free memory page of the corresponding
VM. However, it requires three address remaps and two memory allocation/deallocations for each packet receive operation
and two address remaps for each packet transmit operation.
The cost of mapping and unmapping pages are equal to the
copy cost for large 1500-byte packets, which means that the
page ﬂipping is less efﬁcient than copying for small packet
sizes [23]. As a result, the page ﬂipping technique was replaced
by the data copy mechanism since Xen 3.1 version.
While the data copy mechanism is more efﬁcient than the
page ﬂipping technique, the memory-to-memory copy causes
a considerable amount of CPU consumption that make a
negative effect on the performance of applications running
on virtual clusters. Although there exist several studies to
improve the performance of network function by optimizing
the protocol processing overheads or using network-friendly
CPUs, the CPU overheads caused by memory-to-memory copy
between netback and netfront drivers is unavoidable. Since
the CPU resources are often over-subscribed and shared by
multiple VMs in the virtualized data centers as mentioned in
Section I, the performance would be degraded when the CPU
consumption for VM networking is not considered.

CP U tx (x) = 1.7352 · x−0.553
−0.631

CP U rx (x) = 3.6126 · x

(1)
(2)

, where x is the amount of network bandwidth used.
Using (1) and (2), we obtain the amount of CPU resources
(CPU utilization) needed by a driver domain to intermediate a
speciﬁc amount of network bandwidth for VM networking.

To estimate the amount of CPU consumption for memoryto-memory copy in VM networking functions, we performed
several experiments with various data sizes on a real testbed.
For the experiments, we used two PMs (8 PCPUs, 16GB of
memory, 1Gbps network, Ubuntu Server 15.04 64bit, kernel
3.19.0-18), where one of them runs Xen hypervisor 4.5 and
hosts one VM (4 VCPUs, 2GB of memory, Ubuntu 15.04
64bit, kernel 3.19.0-18). We assumed that all VCPUs are
not pinned to PCPUs and have the same scheduling weight
values for simplicity. We used a network benchmark tool
iperf to change the size of memory-to-memory copy and for

IV.

CPU OVERHEAD - AWARE VM P LACEMENT
A LGORITHM

To provide the network bandwidth requested by tenants,
a virtualized data center needs to determine which PM has
enough network bandwidth for VMs in the virtual clusters.
It is also necessary to ensure that the amount of network
bandwidth requested by tenant is available for all virtual links
between VMs on a physical network topology. For simplicity,
we assume that the virtualized data center uses a tree-based
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network topology. The main goal of the proposed algorithm is
to estimate the CPU overhead for VM networking functions
discussed in Section III and use the value for deciding an
appropriate VM location in a virtual cluster. While it is
generally true that a PM has enough network bandwidth to
deploy the VMs and the amount of residual network bandwidth
on physical links connecting to the other PMs is larger than
the amount of network bandwidth required, we need to consider that the driver domain intermediates the communications
between VMs and thereby consumes a considerable amount of
CPU resources to guarantee the network bandwidth.

domain depends on a VCPU to PCPU ratio, which represents
how many VCPUs share PCPUs that can be calculated by
V CP U total /P CP U total , where V CP U total is the number
of VCPUs including driver domain and P CP U total is the
number of PCPUs in a PM. For example, if there are ﬁve
VCPUs running on two PCPUs, the ratio is 2.5. Using the
ratio, the CPU utilization available in the driver domain dd is
calculated by (6).

Since the VM placement problem with bandwidth constraints is known as NP-hard [25], we use a heuristic algorithm
which is similar to that of Oktopus. First of all, the algorithm selects a set of candidate PMs having enough network
bandwidth to execute VM networking functions belonging to
a virtual cluster. To decide the candidate PMs, the amount of
network bandwidth allocated to VMs running on each PM pm
should be calculated by (3) since the PM may already run one
or more VMs for other virtual clusters.

, where V CP U dd is the number of VCPUs allocated to dd.
For example, if P CP U total = 4, V CP U total = 8 and
V CP U dd = 2, then CP U dd
avail = 100.

N ET pm
alloc =



N ET vm
alloc

dd
·
CP U dd
avail = V CP U

(3)

Ratio =

, where V M is a set of VMs running on the PM pm.
The algorithm then ﬁnds a set of candidate PMs satisfying

V CP U total + ΔV CP U
P CP U total

(7)

, where ΔV CP U is the incremental number of VCPUs for a
new VM.

(4).

At last, the proposed algorithm selects the smallest subtree
that can accommodate the virtual cluster including all VMs and
the virtual links between them. For this selection, the algorithm
calculates the number of VMs available in each subtree of treebased network topology. When calculating the number of VMs
for multiple subtrees of the subtree, a physical link between
the sub-subtree and the rest of the subtree needs to satisfy
N ET lres ≥ min(n, |V M req | − n) · N ET req , where V M req
is the number of VMs requested, N ET lres is the amount of
residual network bandwidth on the physical link l and n is the
number of VMs for allocating to the sub-subtree. If there exist
multiple subtrees available at the same level, the algorithm
selects a subtree with the least amount of residual network
bandwidth on a physical link connecting to the rest of the
network topology.

(4)

, where P M is a set of PMs, N ET pm
cap is a network bandwidth
capacity of PM pm, and N ET req is the amount of network
bandwidth requested for the virtual cluster.
The next is to apply the CPU overhead to the VM
placement problem. To do this, we need to estimate the
CPU overhead for network bandwidth guarantee in the driver
domain. While we have deﬁned the CPU overhead both for TX
and RX, the proposed algorithm simpliﬁes the CPU overhead as
CP U rx . The reason is that the algorithm intends to guarantee
the same amount of network bandwidth for both directions
(bidirectional virtual links) and CP U rx covers CP U tx at all
times. However, it is straightforward to use both functions
if we assume that the virtual links are unidirectional with
different bandwidth amount (directed virtual links). Then, the
CPU overhead can be calculated by (5) using (2).
CP U overhead = net · CP U rx (net)

(6)

Therefore, all the PMs belonging to the set of candidate
PMs satisfy CP U dd
avail ≥ CP U overhead after considering
the CPU overhead. However, It should be noted that the
number of VCPUs increases when deploying a new VM on
the PM and thereby the VCPU to PCPU ratio is changed. The
algorithm thus considers the incremental number of VMs when
calculating the VCPU to PCPU ratio by (7).

vm∈V M

P M cand = {pm | ∃pm ∈ P M that
pm
N ET pm
cap − N ET alloc ≥ N ET req }

100.0
Ratio

V.

P ERFORMANCE E VALUATION

In this section, we ﬁrst show the accuracy of our CPU
overhead model discussed in Section III on our testbed and
evaluate our algorithm through a simulation.

(5)

, where net is a speciﬁc amount of network bandwidth.

A. Accuracy of CPU Overhead Model

Using (5), the algorithm calculates the CPU overhead
needed both for the network bandwidth allocated to the VMs
currently running on the PM and for a new VM that can be
added. If the driver domain has more CPU resources than
the CPU overhead calculated by (5), the PM is removed
from the set of candidate PMs. To provide the deterministic
network bandwidth reservation, the CPU resources available
in the driver domain is estimated when all the VCPUs are
busy. The amount of CPU utilization available in the driver

Our testbed consists of two PMs with two Intel Xeon
2.40GHz quad-core processors (8 PCPUs), 16GB memory,
and a 1Gbps network interface card. The PMs run Ubuntu
15.04 server 64bit and kernel 3.19.0-18. The Xen hypervisor
4.5 is installed in a PM and the driver domain in the PM
has 4 VCPUs. One VM with 4 VCPUs and 2GB memory
is used for this experiment. The VM runs the same OS and
kernel with PMs. All the VCPUs in the PM have the same
scheduling weight values. We generate network trafﬁc between
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(a)
Fig. 2.

CPU utilizations and network bandwidth; (a) T X (b) RX

Fig. 3.

Accuracy of CPU overhead model

(b)

Fig. 4. Differences between violation rates and between the number of
violations

the VMs running on one PM and the other PM using a network
benchmark tool iperf and restrict the network bandwidth using
a trafﬁc control tool tc.



We conduct two experiments to evaluate the accuracy
of our CPU overhead model by transmitting and receiving
network trafﬁc, respectively. Fig. 2 shows the CPU utilizations
and network bandwidth for both cases, TX and RX. As shown
in Fig. 2, our CPU overhead model relatively well estimates
the CPU utilization for the corresponding network bandwidth.
And we can see that the CPU utilizations follow the network
bandwidth actually used.


n 

 xi − x̂i 
100.0


 xi  · n
i=1

(8)

,where n is the number of data, xi is i-th actual CPU
utilization, and x̂i is i-th CPU utilization estimated by the
CPU overhead model.
B. VM Placement Algorithm
We implement a simulator to evaluate the proposed VM
placement algorithm. A three-level tree-based topology is used
for data center network. With no path diversity, the network
topology is over-subscribed by 4:1 ratio. We implement two
VM placement algorithms in the simulator and compare them.
One is an algorithm without considering CPU overhead, which
is similar to that of Oktopus, and the other is the proposed
algorithm. The data center network consists of 16,000 PMs.
Forty PMs form a rack and are connected to a top-of-rack
(ToR) switch with 1Gbps network bandwidth. Every 20 ToR
switches are linked to an aggregate switch with 10Gbps and 20
aggregate switches are connected to a root switch with 50Gbps.
To generate tenants’ requests, we use Gaussian distribution.
For each request, the number of VMs is randomly selected
by the distribution of mean 50 and standard deviation 5. The

Fig. 3 presents the accuracies of TX and RX using a mean
absolute percentage error (MAPE) [26], which is widely used
for measuring forecast errors in statistics and calculated by
(8). Using MAPE, the average error rate of CPU overhead
estimation is calculated to 8.5% for T X and 11.3% for RX.
Contrary to our expectation, the error rates are relatively high
and the value of RX is higher than that of T X. This is due
to the fact that there exist some CPU consumptions required
by our experiment tools including a monitoring tool executing
on the driver domain. We think that these CPU consumptions
make it difﬁcult to estimate the CPU overhead accurately and
thereby the CPU utilization of the driver domain is affected
by a big magnitude.
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Fig. 5.

Reject rate for tenants’ requests

Fig. 6.

network bandwidth of the request is also obtained by the
distribution of mean 200 and standard deviation 50. Each PM
has 8 PCPUs and hosts a driver domain with 4 VCPUs. The
VMs of requests are generated with 2 VCPUs.

research efforts to address this problem by designing various
VM placement algorithms, they miss the fact that the CPU
overhead for VM networking functions affects the network
bandwidth allocated to each VM. This paper proposes a CPU
overhead-aware VM placement algorithm that considers the
CPU overhead needed for the VM networking functions in
the driver domain. If the VMs belonging to a virtual cluster
requested by a tenant can’t utilize sufﬁcient network bandwidth, the virtual cluster suffers from the violations. However,
the proposed algorithm estimates the CPU overhead using our
performance model and places the VMs by considering the
CPU utilization available in the driver domain. It is shown in
the experiments that the proposed algorithm doesn’t experience
any violations, although it may reject more requests from
the tenants. Since the proposed VM placement algorithm is
reactive and static in a sense that we do not consider the
temporal aspects of network usages, we are currently trying to
extend the algorithm to proactive and dynamic fashion and to
include more complex network topologies with path diversity
such as Fat-tree. We are also planning to improve the accuracy
of our model to estimate the CPU overhead.

Fig. 4 shows the differences between the number of violated VMs placed by the algorithm with and without considering CPU overhead. We measure the number of violations in
the VMs and depict the average values of twenty iterations
in Fig. 4. In Fig. 4, we can also see the differences between
the violation rates in the VMs. Since the proposed algorithm
considers the CPU overhead to allocate the VMs without
violations, it outperforms the algorithm without considering
CPU overhead. One thing we need to consider is that the
violation rate of requests is larger than that of VMs. The
reason is that a violated VM belonging to a request makes
the request to violate the tenant’s bandwidth requirement and
thereby increases the violation rate of requests.
However, since the proposed algorithm rejects the tenants’
requests if the driver domains have not enough CPU resources
to cover the CPU overhead, the reject rate may become larger.
Fig. 5 presents the reject rate for tenants’ requests when
considering the CPU overhead to place VMs or not. As shown
in Fig. 5, the reject rate of the proposed algorithm is larger
than that of the other. Likewise, the number of created VMs
placed by our algorithm is smaller than the other as shown in
Fig. 6. The reason why the reject rate of the algorithm without
considering CPU overhead rises from 1,600 requests is that,
since each PM has 1Gbps (1024Mbps) bandwidth capacity,
the average network bandwidth requirement of requests is
200Mbps, and the average number of VMs per request is
50, the number of requests that can be accepted on average
is closed to 16, 000 ∗ 1024M bps/200M bps/50 ≈ 1638.
Therefore, we can conclude that the algorithm without considering the CPU overhead utilizes entire network bandwidth
of all the PMs while it makes a lot of violations occurred
by the CPU overhead. It is also shown in Fig. 6 that the
number of VMs created increases up to a value closed to
16, 000 ∗ 1024M bps/200M bps = 81, 920 on average.
VI.

The number of VMs created
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